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Adresai (1)

Salis Rusija

Asmens tapatybe patvirtinantys dokumentai (2)

Tipas Entity Parent Company: Russian Ministry of Defence

Tipas Entity Type: Department within Government/Military Unit

Pateisinimas (3)

The Main Centre for Special Technologies (GTsST) (Unit 74455) of the Russian General Staff Main
Intelligence Directorate (GRU) is involved in relevant cyber activity in that it is or has been
responsible for, engaging in, providing support for, or promoting the commission, planning or
preparation of relevant cyber activity, including the deployment of multiple variations of Industroyer
malware and NotPetya malware. These activities undermine, or are intended to undermine, the
integrity, prosperity or security of the United Kingdom or a country other than the United Kingdom or
directly or indirectly causes, or is intended to cause, economic loss to, or prejudice to the commercial
interests of, those affected by the activity.

The Main Centre for Special Technologies (GTsST) of the Russian General Staff Main Intelligence
Directorate (GRU), also known by its field post number ‘74455’ and “Sandworm” by industry, was
responsible for cyber attacks which disrupted critical national infrastructure in Ukraine, cutting off the
electricity grid. The perpetrators were directly responsible for relevant cyber activity by carrying out
information system interference intended to undermine integrity, prosperity and security of the
Ukraine. These cyber attacks originated in Russia and were unauthorised.

The Main Centre for Special Technologies (GTsST) of the Russian General Staff Main Intelligence
Directorate (GRU), also known by its field post number ‘74455 and “Sandworm” by industry, was
responsible for cyber attacks which disrupted critical national infrastructure in Ukraine, cutting off the
electricity grid. The perpetrators were directly responsible for relevant cyber activity by carrying out
information system interference intended to undermine integrity, prosperity and security of the
Ukraine. These cyber attacks originated in Russia and were unauthorised
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Rusija
22 Kirova Street Moscow Russia

Asmens tapatybe patvirtinantys dokumentai (2)
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Atkurta: 24.07.2025. 03:15

Istorinis (paskutinj karta aktyvus 28.02.2022 05:16)
Parent Company: Russian Ministry of Defence.

Istorinis (paskutinj kartg aktyvus 28.02.2022 05:16)
Org Type: Department within Government/Military Unit.

Tekstas buvo iSverstas masininio vertimo pagalba

Kataloge pateikiami subjektai, jtraukti j Latvijos, Jungtiniy Tauty, Europos Sajungos, Jungtinés
Karalystés, JAV izdo Uzsienio turto kontrolés biuro (OFAC) ir Kanados sankcijy sarasus.



