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WUHAN XIAORUIZHI SCIENCE AND
TECHNOLOGY COMPANY LIMITED

Sgrasas

Tipas Organizacija
Saraso pavadinimas Jungtiné Karalysté
Programos (1) Cyber

Itraukimo | sarasa data (1) 25.03.2024

Vardai/Pavadinimai (2)

Pavardé/Vardas WUHAN XIAORUIZHI SCIENCE AND TECHNOLOGY COMPANY
LIMITED

Visas vardas/Pavadinimas WUHAN XIAORUIZHI SCIENCE AND TECHNOLOGY COMPANY
LIMITED

Tipas Vardas

Visas vardas/Pavadinimas R R R R Ui E A T

Tipas Ne lotyniSkas rastas

Pastaba Language: Chinese

Adresai (1)

Salis Kinija

Asmens tapatybe patvirtinantys dokumentai (1)

Tipas Entity Type: Company


https://www.lursoft.lv/?l=lt

Pateisinimas (1)

WUHAN XIAORUIZHI SCIENCE AND TECHNOLOGY COMPANY LIMITED is associated with Advanced
Persistent Threat Group 31 (APT31) and is, or has been, involved in relevant cyber activity, including
being responsible for, engaging in, or providing support for the commission, planning, or preparation
of relevant cyber activity on behalf of the Chinese State. This included the preparation for, and/or the
provision of support to, sophisticated cyber activity, including spear-phishing campaigns and
information systems interference which resulted in the unauthorised access to, and exfiltration of,
sensitive data. Such campaigns included cyber activities targeting officials, government entities and
parliamentarians conducted by APT31 against such individuals in the UK and internationally. As such,
WUHAN XIAORUIZHI SCIENCE AND TECHNOLOGY COMPANY LIMITED, is an associated person in the
activity of the APT31 group operating on behalf of the Chinese Ministry of State Security (MSS) as part
of the PRC's state-sponsored apparatus and itself has engaged in relevant cyber activity, in support of
malicious cyber activity that targeted officials, government entities and parliamentarians. This action
undermined, or was intended to undermine, the integrity, prosperity and security of UK and
international organisations and individuals engaged in political and democratic processes.
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Kataloge pateikiami subjektai, jtraukti j Latvijos, Jungtiniy Tauty, Europos Sajungos, Jungtinés
Karalystés, JAV izdo Uzsienio turto kontrolés biuro (OFAC) ir Kanados sankcijy sarasus.



